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DETAILED ACTION 

1 . This Office Action is in response to the Amendment filed 9/1 8/06. Due to the 
Amendment, the previous rejection of claim 47 under 35 U.S.C. 112, second paragraph, 
has been withdrawn. Claims 1, 5-7, 11-12, 14-17, 21-23, 31, 43, and 46-47 are 
currently pending in the application. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 43 and 47 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Yokoo et al. (U.S. Publication US 2003/01 91 560 A1 ). 

With respect to claims 43 and 47, Yokoo et al. discloses a method for enabling 
anonymous communication between a first wireless network device and a second 
wireless network device without revealing the identities of the first and second devices 
to a third party (See page 19 paragraphs 292-297 of Yokoo et al. for reference to 
communicating between wireless network devices using Bluetooth with 
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encryption). Yokoo et al. also discloses establishing an encrypted connection between 
the first and second devices, which the third part cannot decrypt (See page 19 
paragraph 296 of Yokoo et al. for reference to transmitting encrypted information 
between devices). Yokoo et al. further discloses exchanging a non-temporary 
identification number and an index value of the first device over the connection (See 
page 19 paragraphs 292-297 of Yokoo et al. for reference to transmitting a MAC 
address and a randomly generated number, which is an index value, of the first 
device over the connection). Yokoo et al. also discloses generating a temporary 
identification number using the non-temporary identification number and an index value 
(See page 19 paragraphs 292-297 for reference to generating a dedicated key, 
which is a non-temporary identification number, using the MAC address and 
random number). Yokoo et al. further discloses establishing subsequent connections 
between the first and second devices using the temporary identification number as a 
wireless network identification number associated with the first device without revealing 
the identity of the first device to the third party (See page 19 paragraphs 292-297 for 
reference to using the dedicated key for subsequent processing of wireless 
connections between the two devices without using the MAC address of the first 
device such that a third party cannot learn the MAC address of the first device). 
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Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1 and 6-7 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Yamashina et al. in view of Yokoo et al. 

With respect to claim 1, Yamashina et al. discloses a method of communicating 
information between a first wireless device and a second wireless device using a 
wireless network communications protocol without revealing the identity of the first 
wireless device or its user to a third party (See column 1 lines 27-55 and Figure 15 of 
Yamashina et al. for reference to communicating between wireless terminals). 
Yamashina et al. also discloses selecting a random identification for the first and second 
wireless devices (See column 1 lines 40-55 and Figure 15 of Yamashina et al. for 
reference to terminals generating a temporary address by a random number). 
Yamashina et al. further exchanging the identification numbers at connection 
establishment between the first and second devices (See column 1 line 6 to column 2 
line 8 and Figure 15 of Yamashina et al. for reference to transmitting packets 
including the random number address between network devices with the devices 
replying to packets using their own random identification numbers). Yamashina 
et al. does not specifically disclose switching to an encrypted connection that the third 
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party cannot decrypt, exchanging pseudo random identities, and using the pseudo 
random identities to set up subsequent connections. 

With respect to claim 1, Yokoo et al. v in the field of communications discloses 
switching to an encrypted connection that cannot be decrypted by a third party, 
exchanging pseudo random identities, and using the pseudo random identities to set up 
subsequent connections (See page 19 paragraph 292-297 of Yokoo et al. for 
reference to transmitting encrypted information between devices including a MAC 
address of the devices over the encrypted connection, using the MAC address to 
generate a dedicated key, and using the dedicated key for subsequent processing 
of wireless connections). Switching to an encrypted connection, exchanging pseudo 
random identities, and using the pseudo random identities to set up subsequent 
connections has the advantage of allowing identification information to be securely 
transmitted between devices while also speeding up the processing of later connections 
between devices. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Yokoo et al., to combine switching to an 
encrypted connection, exchanging pseudo random identities, and using the pseudo 
random identities to set up subsequent connections, as suggested by Yokoo et al., with 
the system and method of Yamashina et al., with the motivation being to allow 
identification information to be securely transmitted between devices while also 
speeding up the processing of later connections between devices. 
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With respect to claim 6, Yamashina et al. discloses generating the temporary 
identification number at random intervals (See column 1 lines 33-55 and Figure 15 of 
Yamashina et al. for reference to generating the temporary address at the 
beginning of communications, meaning each time the device initiates 
communications, which will happen at random intervals, a new temporary 
address will be generated). 

With respect to claim 7, Yamashina et al. discloses generating the temporary 
identification number at a beginning of a transaction (See column 1 lines 33-55 and 
Figure 15 of Yamashina et al. for reference to generating the temporary address 
at the beginning of communications). 

6. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Yokoo et al., as applied to claims 1, and 6-7 above, and in 
further view of Pelissier et al. (U.S. Pat. 6496503). 

With respect to claim 5, the combination of Yamashina et al. and Yokoo et al. 
does not disclose selecting the temporary identification number on a periodic basis. 

With respect to claim 5, Pelissier et al., in the field of communications, 
discloses periodically generating and obtaining an identification number (See column 
12 line 64 to column 13 line 12 of Pelissier et al. for reference to periodically 
reassigning MAC addresses, which are a type of identification number, to 
devices). Periodically generating and obtaining and identification number has the 
advantage of allowing a network manager to periodically generate an updated system 
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configuration to compensate for devices being moved or failing (See column 12 line 64 
to column 13 line 12 of Pelissier et al. for reference to this advantage). 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Pelissier et al., to combine the use of 
periodically generating and obtaining an identification number, as suggested by 
Pelissier et al., with the system and method of Yamashina et al. and Yokoo et al., with 
the motivation being to allow a network manager to periodically generate an updated 
system configuration to compensate for devices being moved or failing. 

7. Claim 1 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Yokoo et al., as applied to claims 1, and 6-7 above, and in 
further view of Babbitt et al. 

With respect to claim 11, the combination of Yamashina et al. and Yokoo et al. 
does not disclose receiving randomly selected identification numbers from a source 
located remotely from the first and second devices. 

With respect to claim 11, Babbitt et al., in the field of communications discloses 
receiving a temporary identification number from a source located remotely from the first 
and second devices (See column 2 line 59 to column 3 line 21, column 5 lines 24- 
58, column 9 line 63 to column 10 line 5, and Figures 2, 3 and 6 of Babbitt et al. for 
reference to DHCP 58 located remotely from wireless devices 116 and 
maintaining a pool of IP addresses and dynamically assigning an address to 
wireless devices 116). Receiving a temporary identification number from a source 
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located remotely from the first and second devices has the advantage of allowing the 
processing and managing of temporary identification numbers to be centralized such 
that the identification number are easier to allocate and maintain. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Babbitt et al., to combine receiving a 
temporary identification number from a source located remotely from the first and 
second devices, as suggested by Babbitt et al., with the system and method of 
Yamashina et al. and Yokoo et al., with the motivation being to allow the processing and 
managing of temporary identification numbers to be centralized such that the 
identification number are easier to allocate and maintain. 

8. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Yokoo et al. and Babbitt et al. as applied to claim 1 1 above, 
and in further view of Singhal et al. (U.S. Pat. 6633761). 

With respect to claim 22, to combination of Yamashina et al., Yokoo et al., and 
Babbitt et al. does not disclose that the remote source is a device operating according 
to the wireless network communications protocol. 

With respect to claim 22, Singhal et al. discloses that the remote source is a 
device operating according to the wireless network communications protocol (See 
column 3 line 52 to column 4 line 21 of Singhal et al. for reference to Core Server 
100 that is part of the Bluetooth network in Figure 1 being the remote source that 
devices 120 receive IP addresses from). Using a remote source that is a device 
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operating according to the wireless network communications protocol has the 
advantage of allowing the remote source to directly communicate with the devices 
without having to translate between protocols. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Singhal et al. f to combine the use of a 
remote source that is a device operating according to the wireless network 
communications protocol, as suggested by Singhal et al., with the system and method 
of Yamashina et al., Yokoo et al., and Babbitt et al., with the motivation being to allow 
the remote source to directly communicate with the devices without having to translate 
between protocols. 

9. Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Yokoo et al. as applied to claims 1 and 6-7 above, and in 
further view of Lipsanen (U.S. Publication US 2003/0191560 A1). 

With respect to claim 23, the combination of Yamashina et al. and Yokoo et al. 
does not disclose storing multiple temporary identification numbers and randomly 
selecting one of the numbers as the temporary identification number. 

With respect to claim 23, Lipsanen et al. discloses assigning an IP address 
from a random pool of IP addresses (See page 6 paragraph 61 for reference to 
assigning an IP address, which is a temporary identification number, from a pool 
of IP addresses). Randomly selecting a temporary identification number from a stored 
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list has the advantage of avoiding the processing necessary to randomly generate a 
temporary identification number. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Lipsanen et al., to combine randomly 
selecting a temporary identification number from a stored list, as suggested by Lipsanen 
et al, with the system and method of Yamashina et al. and Yokoo et al., with the 
motivation being to avoid the processing necessary to randomly generate a temporary 
identification number. 

10. Claim 31 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Inoue et al. (U.S. Pat. 6587882) and Pelissier et al. 

With respect to claim 31, Yamashina et al. discloses a method of 
communicating information between a first wireless device and a second wireless 
device without revealing the identity of the first wireless device to the second wireless 
network device (See column 1 lines 27-55 and Figure 15 of Yamashina et al. for 
reference to communicating between wireless terminals using randomly 
generated addresses). Yamashina et al. also discloses generating a temporary 
address at the first device using an algorithm within the first device and known only to 
the first device (See column 1 lines 40-55 and Figure 15 of Yamashina et al. for 
reference to terminal A generating a temporary address by a random number, 
meaning there must be an algorithm to generate the random number within 
terminal A). Yamashina et al. further discloses inserting the temporary identification 
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number as an address into messages to be transmitted from the first device (See 
column 1 lines 40-55 and Figure 15 of Yamashina et al. for reference to inserting 
the temporary address into an AARP probe packet to be transmitted from 
terminal A). Yamashina et al. also discloses transmitting the messages from the first 
device to the second device (See column 1 lines 40-55 and Figure 15 of Yamashina 
et al. for reference to transmitting the AARP probe packet from terminal A to 
terminal B). Yamashina et al. does not disclose inserting a period of time the 
temporary identification number is valid into the message. Yamashina et al. also does 
not disclose periodically obtaining a new temporary identification number. 

With respect to claim 31, Inoue et al., in the field of communications, discloses 
inserting a period of time a temporary identification number is valid into a message (See 
column 11 line 42 to column 12 line 26, column 10 lines 46-53, and Figure 4 of 
Inoue et al. for reference to inserting a lifetime that a dynamically assigned 
address is good for into a message). Inserting a period of time a temporary 
identification number is valid into a message has the advantage of making sure that a 
single device does not use a temporary address indefinitely. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Inoue et al., to combine inserting a period of 
time the temporary identification number is valid, as suggested by Inoue et al., with the 
system and method of Yamashina et al., with the motivation being to make sure that a 
single device does not use a temporary address indefinitely. 
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With respect to claim 31, Pelissier et al., in the field of communications, 
discloses periodically generating and obtaining an identification number (See column 
12 line 64 to column 13 line 12 of Pelissier et al. for reference to periodically 
reassigning MAC addresses, which are a type of identification number, to 
devices). Periodically generating and obtaining and identification number has the 
advantage of allowing a network manager to periodically generate an updated system 
configuration to compensate for devices being moved or failing (See column 12 line 64 
to column 13 line 12 of Pelissier et al. for reference to this advantage). 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Pelissier et al., to combine the use of 
periodically generating and obtaining an identification number, as suggested by 
Pelissier et al., with the system and method of Yamashina et al. and Inoue et al., with 
the motivation being to allow a network manager to periodically generate an updated 
system configuration to compensate for devices being moved or failing. 

1 1 . Claim 46 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamashina et al. in view of Ahmed et al. (U.S. Pat. 6735202). 

With respect to claim 46, Yamashina et al. discloses a method of 
communicating information between a first wireless device and a second wireless 
device without revealing the identity of the first wireless device or its user (See column 
1 lines 27-55 and Figure 15 of Yamashina et al. for reference to communicating 
between wireless terminals). Yamashina et al. also discloses randomly selecting an 
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identification number for the first wireless device (See column 1 lines 40-55 and 
Figure 15 of Yamashina et al. for reference to terminal A generating a temporary 
address by a random number). Yamashina et al. further discloses transmitting 
information including the random identification number (See column 1 line 6 to column 
2 line 8 and Figure 15 of Yamashina et al. for reference to transmitting an packets 
including the random number address to the other network devices with the other 
devices replying to transmission using their own random identification numbers). 
Yamashina et al. also discloses establishing communication between the first and 
second devices using the identification number as an identification number for the first 
device (See column 1 line 6 to column 2 line 8 and Figure 15 of Yamashina et al. 
for reference to transmitting information between devices using the random 
identification number as an address of the first device). Yamashina et al. does not 
disclose generating an access code identifying a format of the temporary identification 
number and transmitting the access code with the identification number. 

With respect to claim 46, Ahmed et al., in the field of communications, 
discloses generating an access code identifying a format of the temporary identification 
number and transmitting the access code with the identification number (See column 
21 lines 33-38 and Figure 9B of Ahmed et al. for reference to including an address 
type field that is transmitted along with the address, which is an identification 
number). Generating an access code identifying a format of the temporary 
identification number and transmitting the access code with the identification number 
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has the advantage of allowing the temporary identification number to be generated in 
more than one format such that devices utilizing different formats may use the method. 

It would have been obvious for one of ordinary skill in the art at the time of the 
invention, when presented with the work of Ahmed et al., to combine generating an 
access code identifying a format of the temporary identification number and transmitting 
the access code with the identification number, as suggested by Ahmed et al., with the 
system and method of Yamashina et al., with the motivation being to allow the 
temporary identification number to be generated in more than one format such that 
devices utilizing different formats may use the method. 

Allowable Subject Matter 

12. Claims 12, 14-17, and 21 are allowed. 

1 3. The following is a statement of reasons for the indication of allowable subject 
matter: 

Claim 12 is allowable since none of the prior art of record discloses or renders 
obvious the claimed limitations of generating a random identification number and using 
the random identification to request a temporary identification number from a remotely 
located source. 

Claims 14-17 and 21 are allowable since they depend on allowable claim 12. 
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Response to Arguments 

14. Applicant's arguments have been considered but are moot in view of the new 
ground(s) of rejection. 

Conclusion 

15. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Liu et al. (U.S. Pat. 7099304 B2) discloses a system and method 
for communicating between devices without revealing the identities of the devices to 
each other. 

1 6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jason E. Mattis whose telephone number is (571) 272- 
3154. The examiner can normally be reached on M-F 8AM-5:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Huy Vu can be reached on (571 ) 272-3155. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

jem 
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TECHNOLOGY CENTER 2600 



